OCTOPOXHO:

TENE®POHHbIE MOLWWEHHUKMU!

HA BAC
BbIXOOAT CAMU

Adepuctbl MOryT
rNpeacTaBUTLCA CNYy>X60M
6e3onacHocTy 6aHka,
HanoroBou,

npoKypaTypou

NMo6oi HeoXXMpaHHbIN
3BOHOK, CMC vinu nucbMo —
rNoBOf HAaCTOPOXUTHLCH

PALVIOT BHE3AMHOM
BbIrOOOU U NYTAIOT

CwunbHble 3MOoLUMK
NPUTYNAAIOT
6auTenbHOCTb

£

3BOHAT

13 BaHka, nonuumm
WKW OpYrov opraHm3auymn?

YBEOUTECD,

YTO 3TO HE MOLLUEHHMKM!

S NMPU3HAKOB OBMAHA

HA BAC OABAT

AdepucTbl Bcerga
TOPONAT, YTOGbI

y Bac He 6bino
BpeMeHu Bce 0b6ayMaTh

rOBOPAT O OEHbIrAX

MpepgnaratooT cnacTu
c6epexeHus, Nony4YnTb
KOMIEeHCaLMIO UMK BIIOXKUTbCS
B UHBECTULIMOHHbBIA NPOEKT

MPOCAT COOBLIAUTD
OAHHBIE

3/10yMbILWIEHHUKOB
WMHTEPECYIOT PeKBU3UTDI
KapTbl, MApOSIX U KOfbl

U3 6aHKOBCKUX YBEOOMITEHUMN

Q HUKOIOA HUKOMY
BAXHO! HE COOBLLAMTE:
CoTpyaHUKKM 6aHKOB U Nonvuum = Kogbl s CMC
HUKOIOA He cnpawmvBaioT * Tpex3HauJHblA Kof Ha o60poTHOM
pPeKBU3UTbI KapTbl, laponm cTopoHe kapTbi (CVV/CVC)
u3 CMC, nepcoHanbHble AaHHble * PIN-xon

M He NMpOCHT coBepliaTh * Maponu/noruHel K GaHKOBCKOMy
NPUNOXEHUIO U OHNAaUH-6aHKY

* Kogoeoe ClioBoO
« MNepcoHalsbHble JaHHble

duHaHcoBas
KynbTypa

rnepesoibi C Balen KapTbl

5 5 Kak 3saumTuTb cBOM PUHAHCHI,
=] ' uyuTairTe Ha fincult.info



OT OHJTAUH-MOLWLEHHWKOB

Y10o06bI fo6paTbCca A0 BalMX 0aHKOBCKMUX CHETOB,
MOLUEHHUKAM HYXHbl BallU NepCcoHasbHble AaHHble

7]

Kakue cxeMbl UCMONb3YIOT apepUcTbl?

OBELWAIKOT 30/10TbIE NOPbI
Onpockl 3a BO3HarpaxgeHue, coumasnbHbie BeinnaTsl UM CEepxnpubsinsHble
WHBECTULIMOHHbIe NpoekTel. MapaHTua 6bicTporo oboraleHus — NpusHak oGmaHa

SAMAHUBAIOT HA PACTIPOAAXHA

OI'DOMHbIe CKMOKW M HU3KKE LeHbl MOTYT OKa3aTbCH MOLUEHHWNYECKOW yﬂOBKOﬁ

CMEKYNMUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baenawT c6op geHer Ha paspaboTky BakUMH, 06eLlakT BepHyTb
AEHbMA 28 OTMEHEeHHbIe pencsl WKW NpeanaraT Nony4YnTs rocyaapcTBeHHbIe
Aotauuu

MACKWUPYHOTCH
PazbirpsiBaloT ponb NPOAABLOB W NOKyNaTenen Ha NonynsapHbIx canTax 06bABNEHURA

Kak o6e3onacuTtb CBOU AieHbIu
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4
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PEKBU3UTbI KapT

UHTepHeTe?

YcTtaHoBUTE aHTUBUPYC U perynsapHo oOHOBNANWTE ero

3aBeauTe oTAENbHYIO Ae6ETOBYIO KapTy ANA NnaTexei
B UHTEPHETE W KNaguTe Ha Hee HY>XHY CyMMYy nepen onnatoun

Bcerga npoBepsaiTe agpeca 3NeKTPOHHON NoYThl M CANTOB —
OHW MOTYT OT/IMYaTLCA OT OthULManbHbIX MWL Napoin CUMBO/IOB

He nepexoguTe No ccbifikam OT He3HAKOMLEB —
Cpasy yaans MTe COMHUTENbHbIe COO@MEHHQ

HMKOMy He coobLaiTe CBOW NepcoHanbHble AaHHble

MNoppobHee o npaeunax
KnbeprurmeHol e ®uHaHcoBas
yutanTe Ha fincult.info KynbTypa



KAK SALLUTUTDBCH
OT PULLUNHTA

DUIIMHI — BU MOLWEeHHUYecTBa, Korga Y YyenoBeka KpanyrT
rnepcoHalsibHble aHHblIe WX OeHbrn € NOMOoLW blO CanuToOB-NoOAnEeNnoK.
HacTo MOWEeHHUKW OenaloT CanTbl, KOTOpblie KaK AiBe Kansu Boabl
MOXOXXU Ha CanTbl peanbHbIX OPI'BHHSEILI,HFI

KAK MOXXHO OKA3ATbCSH
HA ®ULLUNHIOBOM CAUTE?

Mo ccbinkaM 13 UHTepHeTa UK aNeKTPOHHOW noYTsl, CMC,
COOBLEHNIM B COLICETSIX UK MeCCeHmKepax, pexknamsl,
ObbsABNEHWUIM O NoTepesx, pacrnpoaaxax, KOMrneHcaumsx

OT rocynapcrea

Xakepbl 4YacTO B3/1aMbIBaIOT YY)KME aKKayHThbl,
" ¢IH].I.II»‘IHFOBaH CCbl/IKa MOXXeT anﬁTH Agaxxe oT 3HaKOMBbIX

KAK PACINO3HATb
SOULLNHIOBbIN CAUT?

Appec oT/iM4YaeTca OT HAaCTOSALWEro NULLb Napo CUMBOJIOB
B agpecHoi cTpoke HeT https 1 3Hauka 3aKkpbiTOro 3amka
Aun3zaiiH CKONMPOBaH HEKaAYeCTBEHHO, B TEKCTax €CTb OWnbKU

VY caifTa Mano CTpaHuL, Unu gake oaHa — AN BBOAa OaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®PULLIUHTA?

YcTaHoBUTE aHTUBUPYC U perynspHo obHoBnsnuTe ero
CoxpaHanTe B 3aKfafKax agpeca HY>KHbIX CanToB
He nepexoguTe No Nogo3puUTeNbHbIM CCbiNIKaM

Ucnonb3yiTe OTOENbHYIO KapTy A9 NOKYNoK B MHTEPHETE,
KnaguTte Ha Hee HY)KHYIO CyMMy NpsMOo nepeq onnaTowu

s
!Eﬁf"ﬁ; Moppo6Hee o npaBMnax SyHaHCOBRR
EF:"'I“ : KubeprurueHbl YuTanTe Ha Kyiivrypa



UTO OENIATb, ECJIN C KAPTbI
YKPAJIU OEHbIA?

o 3ABNIOKUPOBATL @ HAMNUCATDL

© OBPATUTbLCA

KAPTY 3AABJIEHUE O HECOITIACUM ~ Bnonuuumio

C ONEPALIMEN

L

- No HoMepy TenedoHa 6aHka 3aaBneHune OonxHo Yem 6onblie nogen
Ha 6aHKOBCKOM KapTe . ObITb HaNMUcaHo: . nopapyT 3asBneHus,
nnu Ha ochuumnanbHOM caiTe B TeueHMe cyToK nocne TeM BbilLe BEPOATHOCTb,
= Yepes mMo6uneHoe npunoxeHuwe coobLleHnda o0 cnucaHum 4YTO NpecTyrnHUKOB
« Yepes NMYHbI KabUHeT SRR RETD A kv
Ha ohnunanbHOM cante 6aHKa | - Ha MecTe B OTAENEHUH
: 6GaHka

« B oTAeneHUn 6aHKa

KAK OBE3OIMNACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOELLI.AI;'ITE:

« CPOK AENCTBUSA KapTbl U TPEX3Ha4YHbIM KoA
Ha ee 06opoTHOM cTopoHe (CVV/CVC)

« NAapo/n U Koabl U3 yBeaoM/IeHWUM

« IOTMH U Maponb OT OHNanH-6aHKa

HE NYB/IUKYUTE
nepcoHa/ibHble AaHHble B OTKPbITOM AOCTyne

YCTAHOBUTE
aHTUBMPYCbl Ha BCe YCTPOWCTBA

Monpo6Hee o npaBunax 6esonacHocTHU
ymTaiTe Ha fincult.info

KOOOBOE CNOBO

Ha3blBaNTE TONLKO COTPYAHUKY BaHKa,
KOrfia caMu 3BOHUTE Ha ropsavyIo
NUHUIO

P bBaHk He KOMneHcupyeT
noTepu, ecnm Bbl HapyLUUAU

npaBuna 6e3onacHoro
MCNONb30BaHMUA KapTbl

duHaHcoBas
KynbTypa




@ baHk Poccuun

KAK SAWLUTUTD

BUPYCbI:

« OTKPbIBAIOT YAaNeHHbIA 4OCTYN K BalleMy yCTPONCTBY
« KPapyT /IOrMHbI U NAapo/IM OT OHNAWH- U MO6ULHOro 6aHKa

* NepexeaTbiBalOT CEKPeTHbIe KOAbl U3 coobweHnit

BGHOHV'-IHB 2TU NaHHble, KHﬁepanCTynHHKH
MOryT NOXUTUTb BCe AileéHbIr C BalllX C4HeTORB

KAK NMOHATD,

YTO YCTPOMUCTBO 3APAXEHO?

4UTO OENATD,

ECINU HA YCTPOWUCTBE BUPYC?

KAK SALLUUTUTD

YCTPOUCTBO OT BUPYCOB?

3aBucaert, nepesarpyXxaerca Uam oTKI4aeTcs
Camo 3aBepluaet paboTy npunoxeHumn
MokasbiBaeT BCN/IbIBalOLLIWE OKHA

TepseT o6beM NamMaTu

MozBoHMTEe B 6aHK 1 nonpocute 3abnokupoBaTb AOCTYN
K OHNawuH- n Mo6unbHoMy 6aHKy U BCe KapThbl, KOTOpble
WUCMONb230Banu Ha yCTPoOucTee

O6paTuTeck B CEPBUCHbBIA LEHTP, YTOObI BLI/IEYUTb FragkeT

MepeBbINYyCTUTE KapThi, CMEHUTE NIOTWH U Napo/ib
OT OH/aH-6aHKa M 3aHOBO YCTaHOBUTE 6AHKOBCKOE MpUNoXeHue

Mcnonbsyite aHTUBMPYC U perynapHo ero obHoBNanTe

He nepexogure no ccbifikaMm OT HE3HAKOMLEB, He yCTaHaBNuBanTe
nporpamMMmbl Mo Mx Npocb6e 1 He NCNoNb3ynTe YyXue hnewkn

Cka4nBaiTe NpUIoXKEHUs TONbKO U3 NMPOBepPeHHbIX MICTOYHUKOB
O6HOBNANTE ONEepaLMOHHYIO CUCTEMY YCTPOMUCTBA

MNz6eraite obuiepgoctynHbix Wi-Fi-ceTei

MopgpobHee o 3aluTe ragxeToB ®uHaHcoBas
yuTauTe Ha fincult.info KynbTypa
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CoTpynoHuku LleHTpob6aHka

He 063BaHUBAIOT
noaen!
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[OBOPAT NpO A€Hbrmn?

Knagu Tpybky n cam
nepenpoBepan
nHpopmMmaumio!




ObewaroT cnucaTtb 4ONrn?

[1lpoBepb, UTO 3TO
He MOLWeHHUKU!

@ bank Poccum




